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ÅIntroduction

ïWhat are exploit mitigations?

ÅEvolution of exploit mitigations on 

Windows

ï/GS, SafeSEH, DEP, ASLR

ÅA look toward the future

Agenda
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ÅSoftware vulnerabilities are common

ÅReliable exploitation techniques exist

ïStack-based buffer overflows

ïHeap overflows (not covered due to time)

ÅExploit mitigations act as 

countermeasures to these techniques

Overview
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ÅPrevent or impede exploitation

ÅPatching the vulnerability

ïThe only guaranteed mitigation (if done right)

ÅWorkarounds

ïDisabling the vulnerable service

ÅGeneric mitigations

ïBuffer overflow prevention

What are exploit mitigations?
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THE LOGICAL EVOLUTION

Exploit techniques & mitigations
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Starting from the beginning

Local

Variables

Saved

EBP

Saved

EIP
Arguments

Stack grows toward lower addresses

Common structure of an x86 stack frame
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Exploit: Overwrite saved EIP

Local

Variables

Saved

EBP

Saved

EIP
Arguments

Buffer overflow

ÅCommon stack-based buffer overflow[7]

ÅReturn address is overwritten with address of 

shellcode
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Mitigation: Stack canaries (/GS)

Local

Variables

Saved

EBP

Saved

EIP
Arguments

GS

Cookie

0xa47c1039 0x0012ef04 0x7601148c

0x41414141 0x41414141 0x7843110b

ÅCompiler change introduced in VS2002[7]

ÅCanary is validated before a function returns

ÅMismatching canary leads to process termination
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Exploit: Overwrite variables

ÅCanary is only checked at function return

ÅCorrupt arguments or locals may be used before return

ÅAttacker could overwrite canary or other memory[2,8]

void vulnerable(char *in, char *out) {

char buf [256];

strcpy ( buf , in);   // overflow!

strcpy (out, buf );  // out is corrupt

return;            // canary checked

}
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Mitigation: /GS improvements

Local

Variables

Saved

EBP

Saved

EIP

Arguments

(Not referenced after 

copying to locals)

GS

Cookie

ÅñSafeò copies of arguments made as locals

ÅArrays positioned directly adjacent to GS cookie

ÅCorruption of dangerous locals and arguments is 

less likely

Arguments

&

Pointers 

Arrays

Buffer overflow
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Exploit: SEH Overwrite 

Å Structured Exception Handler (SEH) overwrite[1]

ïHandler overwritten during overflow

ïCalled when an exception is generated

ÅException can be generated before the canary is 

checked

Local

Variables
é

GS

Cookie

Exception

Registration

Record

Next Handler

Buffer overflow

void vulnerable(char * ptr ){

char buf [128];

try {

strcpy ( buf , ptr );

é exception é

} except(é) { }

}
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Exploit: SEH Overwrite (contôd)

N H

N H

N H

app!_except_handler4

k32!_except_handler4

ntdll!_except_handler4

0xffffffff

Normal SEH Chain

N H 0x7c1408ac

0x414106eb

Corrupt SEH Chain

An exception will cause 0x7c1408ac to

be called as an exception handler as:

EXCEPTION_DISPOSITION Handler(

PEXCEPTION_RECORD Exception,

PVOID EstablisherFrame ,

PCONTEXT ContextRecord ,

PVOID DispatcherContext );

pop eax

pop eax

ret
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Mitigation: SafeSEH

Å VS2003 compiler change (/SafeSEH)[9]

Å Binaries are compiled with a table of safe exception 

handlers

Å Exception dispatcher checks if handlers are safe before 

calling

Safe SEH Handler Invalid SEH Handler

app!_except_handler4 app!eh1

app!eh2

app!_except_handler4

éValid

app!_main+0x1c

Not found in table

?
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Exploit: SEH Overwrite Part II

ÅSafeSEH only works if all binaries in a process 
are compiled with it[4]

ÅHandler can be pointed into a binary that does 

not have a safe exception handler table

N H

Compiled with

/SAFESEH

Not compiled 

With /SAFESEH
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Mitigation: Dynamic SafeSEH

Å Dynamic protection against SEH overwrites[4]

ï No compile time hints required

Å Symbolic Validation frame inserted as final entry in chain

Å Corrupt Next pointers prevent traversal to validation frame

N H

N H

app!_except_handler4

k32!_except_handler4

N H sehprot!_validation_eh

N H app!_main+0x1c

0x41414141

Canôt reach validation frame!

Valid SEH Chain Invalid SEH Chain

?
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Recap: GS and SafeSEH

ÅGS and SafeSEH are solid mitigations for 

stack-based buffer overflows

ÅApplications must be recompiled

ïWith the exception of dynamic SafeSEH

ÅAdditional runtime mitigations are needed

ïProtection for legacy & 3rd party applications
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Mitigation: Hardware DEP (NX)

Local

Variables

Saved

EBP

Saved

EIP
Arguments

Å Exploits typically attempt to run shellcode stored in 
writable memory regions[10]

Å Enforcing non-executable pages prevents execution of 

arbitrary shellcode

Å Binary must indicate support, VS2005 sets flag

Stack

Layout

Padding
Address

of
jmp esp

Shellcode
Exploit

Buffer

Buffer overflow

No-exec stack
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Exploit: ret2libc

Å NX stack and heap prevents arbitrary code execution

Å Library code is executable and can be abused[11]

Å Example: return into a library function with a fake call 

frame

Local

Variables

Saved

EBP

Saved

EIP
Arguments

Stack

Layout

Padding
Address

of
system

Fake

Return

Address

Exploit

Buffer

Address

of
ñcmdò

Buffer overflow
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Exploit: ret2libc (contôd)

Å Windows makes extensive use of stdcall

Å Caller pushes arguments

Å Callee pops arguments with retn

Å Allows multiple functions to be chained in ret2libc

Address

of
VirtualProtect

Address

of
jmp esp

Address

of

shellcode

Size

of

shellcode

RWX
Writable

address
shellcode

1 2 3
Return from 

vulnerable

function

Entry to
VirtualProtect

Return from
VirtualProtect


