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&4 Agenda

A Introduction
I What are exploit mitigations?

A Evolution of exploit mitigations on
Windows

I /GS, SafeSEH, DEP, ASLR

A A look toward the future
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= Overview

A Software vulnerabilities are common

A Reliable exploitation technigues exist
I Stack-based buffer overflows
I Heap overflows (not covered due to time)

A Exploit mitigations act as
countermeasures to these technigues
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=== \What are exploit mitigations?

A Prevent or impede exploitation

A Patching the vulnerability
I The only guaranteed mitigation (if done right)

A Workarounds
I Disabling the vulnerable service

A Generic mitigations
I Buffer overflow prevention
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Exploit techniques & mitigations

THE LOGICAL EVOLUTION

Leviathan Security Group Proprietary & Confidential. Client Internal Use Only. 6 |evia'|-han 5




g
' L'“,’{g’_én@jf-

& Starting from the beginning

Common structure of an x86 stack frame

Local Saved Saved

Variables EBP EIP Arguments

Stack grows toward lower addresses
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Exploit: Overwrite saved EIP

Local
Variables

Saved
EBP

Saved
EIP

ST TR

Arguments

A Common stack-based buffer overflow[7]

A Return address is overwritten with address of

shellcode
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